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TOM TAT

Coéng nghé Blockchain véi cac wu diém noi troi vé tinh bao mat cao, tinh khong thay
do6i duoc dit liéu, tinh phan tan dang 1a mot cong nghé méi voi tiém nang tng dung
vao nhiéu linh vuc nhu bao mat, y té tai chinh, san xudt. D€ dwa Blockchain vao
thuc t€, trong bai bao nay chung t6i xay dung mot ting dung dua trén cong nghé
Blockchain d€ quan ly ngu6n gdc san phdm. Trong ting dung nay, chiing toi stt dung
nén tang Blockchain Ethereum va phat trién ting dung trén dién thoai st dung hé
diéu hanh Android. Két qua budc dau, ching toi da xay dung thanh céng ting dung
d€ c6 thé nhap va truy xudt nguon goc san phdm st dung cong nghé Blockchain trén

dién thoai di dong.

Tir khoa: Blockchain Ethereum, Ung dung Android, Ngudn géc san phdm.

1. MO PAU

Blockchain 1a mot cong nghé méi c6 thé cai thién triét d€ bao mat giao dich tai
ngan hang, chudi cung tng va cac mang ludi giao dich khac. Nguoi ta wdc tinh rang
Blockchain sé tao ra 3,1 nghin ti d6 la gid tri kinh doanh mdéi vao nam 2030 [1]. Vé co
ban, n6 cung cap mot s6 cai phan tan dong c6 thé duoc ap dung dé tiét kiém thoi gian
khi ghi lai cac giao dich gitta cac bén, loai bo chi phi lién quan dén cac bén trung gian va
gidm rui ro gian lan va gia mao.

Chung ta biét dén nhiéu ting dung ctia Blockchain trong tién dién tit nhw Bitcoin
cua Satoshi. Tuy nhién, cong nghé Blockchain c¢é nhiéu ting dung tiém nang khac ngoai
tai chinh tién té, nhu trong linh vic bao mat, y té, Internet van vat, trong san xuat [2-3].
Trén thé gidi, viéc st dung cong nghé Blockchain vao cac ing dung thuece t&€ da rat pho
bién va cho thdy hiéu qua rat t6t cua cong nghé nay. Cac tng dung cua cong nghé
Blockchain vao linh vuc y t€ duoc trinh bay trong [4], trong linh vuc bao mat [5], trong
Internet van vat [6] va nhiéu linh vic khéc.
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O Viét Nam, viéc tim hiéu, nghién cttu va tng dung cong nghé Blockchain van
con méi mé va han ché€. Véi mong mudn tiép can voi cong nghé Blockchain va xay dung
tng dung dwa trén Blockchain, chung t6i da nghién ctru vé viéc xay dung ting dung truy
xudt nguoén gdoc san pham dua trén cong nghé Blockchain Ethereum.

Blockchain Ethereum (ETH) 1la mot nén tang cong nghé Blockchain, dwgc phat
trién boi Vitalik Buterin vao cudi nam 2013 va n6 duoc thém vao chiic nang hop dong
thong minh- Smart contract (SC) [7].

Trong bai bdo nay ching toi trinh bay vé viéc xay dung mot tng dung st dung
cong nghé Blockchain Ethereum dé€ truy xuat ngudn goc san phdm. Phan mé dau gioi
thiéu vé muc dich ching t6i xay dung tng dung Blockchain. Kién thitc tong quat vé
Blockchain va nén tang Blockchain Ethererum dwgc gidi thiéu ¢ phan 2. Phan 3 gidi thiéu
vé cach xay dung truy xuat san pham. Phan 4 trinh bay vé két qua xay dung ting dung
truy xuat nguoén goc san pham. Cudi cung la két luan vé két qua xay dung ting dung.

2. GIOI THIEU VE BLOCKCHAIN
2.1. Blockchain la gi?

Blockchain Tan dau tién dwgc phat minh va thiét ké boi Satoshi Nakamoto ndm
2008 [8]. Blockchain la mét s6 céi ky thuat s6 phan tan. Nho nhing vu diém cua né,
Ch:fmg han nhu tinh minh bach, bao mat, tinh bat bién va tinh kha dung, Blockchain thu
hat nhiéu sy quan tam cua cong dong cong nghé.

Blockchain (chudi khéi), tén ban dau block chain 1a mot co sé dit liéu phan cap
luu trit thong tin trong cac khdi thong tin duoc lién két véi nhau bang ma hoa va mo
rong theo thoi gian . Moi khéi thong tin déu chira thong tin vé thoi gian khéi tao va duoc
lién két téi khéi trude d6, kem mot ma thoi gian va dix liéu giao dich. Blockchain dwoc
thiét k& d€ chong lai viéc thay doi cta di liéu. Mot khi dit liéu da duoc mang ludi chdp
nhan thi sé khong ¢ cach nao thay doi duoc no.

Ban dau Blockchain dwgc phat trién nhu la phwong phap ké toan cho tién ky
thuat s6 Bitcoin, st dung cong nghé s6 ké toan phan tan (DLT). Hién nay, ngoai viéc st
dung dé xac minh cdc giao dich trong cac loai tién ky thuat s6, cong nghé Blockchain
dugc ting dung vao nhiéu linh vyce khac nhau nhu y té, tai chinh ngan hang, bao mat,
Internet van vat, san xudt duoc thé hién ¢ Hinh 1. Cong nghé Blockchain c6 nhitng dac
diém rat nodi bat nhu sau:

e Khong thé 1am gia, khong thé pha huy cac chubi Blockchain: Vé ly thuyét thi
chi c6 mdy tinh luong ti méi o thé giai ma Blockchain va cong nghé Blockchain
bién mat khi khong con Internet trén toan cau.
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e Batbién: Dix liéu trong Blockchain khong thé stra (c6 thé stra nhung sé d€'lai ddu
vét) va sé luu triv mai mai.

e Bao mat: Cac thong tin, dit liéu trong Blockchain dwgc phan tan va an toan tuyét
déi.

e Minh bach: Ai ciing c6 thé theo doéi dit liéu Blockchain di tir dia chi nay téi dia
chi khac va cé thé thdng ké toan bd lich st trén dia chi do.

e Hop dong thong minh: La hop dong ky thuat s6 duwoc nhiing vao doan code if-
this-then-that (IFTTT), cho phép ching tw thuc thi ma khong can bén thi ba.

e
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Hinh 1. Ung dung ctia Blockchain [9].
2.2. Nén tang Blockchain Ethereum

Néu Bitcoin mé dau cho ky nguyén tién ma hoa, thi Blockchain Ethereum tién
phong vé hop dong thong minh - Smart contract (SC) va tng dung phi tap trung-
Decentralized application (Dapp).

Blockchain Ethereum vé co ban la mét may ghi trang thai dua trén giao
dich. Trong khoa hoc may tinh, mot mdy trang thai dé cap dén viéc doc mot loat cac dau
vao va dua trén cac dau vao do, sé chuyén sang trang thai mai. Trang thai cia Ethereum
¢6 hang triéu giao dich. Cac giao dich nay dwgc nhém lai thanh cac khoi. Mot khoi chiva
mot loat cac giao dich va mdi khéi duoc két néi véi khoi trude d6. DE thuc hién chuyén
ddi tir trang thai nay sang trang thai ti€p theo, giao dich phai hop 1. D€ mot giao dich
duoc coi la hop 1€, n6 phai trai qua qua trinh xac nhan duoc goi la khai thac. Khai thac
la khi mot nhom cac node (tte la may tinh) stt dung tai nguyén tinh toan cua ho dé tao
ra mot khoi cac giao dich hop 1é.

91



Xay dwng 1tng dung quan Iy nqudn goc san phim st dung cong nghé Blockchain Ethereum

Trong nghién ctru nay, ching téi xay dung tng dung dua trén cong nghé

Blockchain Ethereum. Vi vdy, ching t6i trinh bay mot s6 dinh nghia duwgc dung trong

bai bao nay.

Tai khoan / Pia chi (Account/ Address): Ethereum c6 hai loai tai khoan: tai khoan
duoc sd hitru bén ngoai (Externally Owned Account- EOA) va tai khoan hgp dong
(Contract account), ca hai déu duwoc xac dinh bang dia chi 20 byte [7].

Hop dong thong minh (Smart contract) la mot giao thitc quan ly hop dong dé xac
nhén hay tién hanh qua trinh dam phan va thuc hién hop dong. SC cho phép
chiing ta trién khai giao dich khong can thong qua mot bén thit ba trung gian. SC
chtta trong minh toan bo nhitng thong tin chi ti€t vé cac diéu khoan va thuc hién
chiing mot cach tw dong. D€ viét SC trong Blockchain Ethereum nguoi ta stt dung
ngon ngit Solidity.

Khai thac (Mining): D&i véi mdi khéi giao dich, nguoi khai thac st dung stic
manh tinh toan ctia may tinh dé€ giai cac phuwong trinh toan hoc cho dén khi mot
trong s6 ho chién thang.

Gas 1a chi phi ndi bo d€ thuec hién chitc nang trong SC.

Remix-IDE: Remix la mgt trinh bién dich dwa trén trinh duyét va IDE cho phép
nguodi dung xay dung cac hop dong thong minh véi ngdn ngi Solidity va g& 16i.
bé st dung Remix-IDE, ching ta truy cap trang web sau
https://remix.ethereum.org.

TESTRPC la mét tng dung dua trén Etherem st dung Node.js va dung dé€ phat
trién cac dy an ban dau trudc khi thye hién trén mang Ethereum thuec té. TestRPC
la mot mang Ethereum cuc by va phan hoi nhw mot nat thuc.

2.3. Giéi thiéu vé ngon ngit Solidity

Solidity 1a mdt ngdn ngtt 1ap trinh cap cao duoc thiét k& dé thuc hién cac hop

dong thong minh. No la ngdn ngt hudng doi tuwong (hudng hop dong). Solidity duoc

1ay cam hing tir Python, C ++ va JavaScript d€ chay trén mdy ao Ethereum (Ethereum
Virtual Machine).

Solidity 1a ngon ngit 1ap trinh kiéu tinh, ho tro ké thira, thu vién va kiéu phtic tap

do nguoi dung dinh nghia. Tép nguon Solidity cé thé chira s6 luong bat ky dinh nghia

hop dong, chi thi nhap va chi thi pragma.
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pragma solidity >-0.4.0 <0.6.0;
contract SimpleStorage {
uint storedData;
function set(uint x) public {
storedData = x;
¥
function get() public view returns (uint) {
return storedData;

¥

Hinh 2. Mot doan code Solidity don gian

O Hinh 2 gi6i thiéu mot doan code Solidity don gian, trong d6 pragma khai bao
phién ban cua Solidity. Contract- hop dong Solidity 1a mét tap hop ma (functions) va dit
lieu (data) nim tai mot dia chi cu thé trén Ethereumblockchain. Dong uint storedData
khai bao mot bién trang thai dwoc goi l1a storedData kiéu uint va cac ham set va get c6
thé duoc st dung d€ stita d6i hoac truy xuat gia tri ctia bién. Chi tiét huéng dan vé ngon
ngit Solidity cé thé tim thiy o tai liéu [10].

3. XAY DUNG UNG DUNG TRUY XUAT THONG TIN SAN PHAM

Trong phan nay chtng t6i trinh bay vé cach thitc xady dung ting dung truy xuat
nguon goc san phdm st dung cong nghé Blockchain Ethereum. Phéan nay goém hai noi
dung chinh nhu sau:

e Xay dung hop dong thong minh (Smart contract): St dung ngdn ngtt Solidity dé
viét SC trén moi treong Remix-IDE va két ndi voi ing dung thong qua Web3.

e Xay dung ting dung trén dién thoai di dong: Gitp ngroi dung truy nhap, truy
xudt thong tin san pham mot cach dé dang va luu trit trén mang lwdi Blockchain
Ethereum.

3.1. Xay dung hop dong thong minh

Dé€ ghi va luu trit thong tin san phdm trén Blockchain can xay dung SC. Viéc xay
dung SC trén Blockchain Ethereum can st dung cac cong cu nhu sau:

e S dung Solidity d€ viét SC trén trinh bién dich Remix-IDE (Hinh 4.)
e Vi MetaMask d€ tao code va thuc thi SC 1én nén tang Ethereum.

Dé€ trién khai mét SC thanh cdng ching ta can c6 su lién két gitta cac thanh phan
nhu Hinh 3. Cac thanh phan trong hé théng nay dwoc giai thich ¢ Bang 1.
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Ethereum Ethereum
Node Network

Metamask

Ethereum
Scan

Hinh 3. So d6 hoat dong gitra cac hé thong.
Bdng 1. Dinh nghia cac thanh phan dé xay dung SC
Thuat ngit Giai thich
DApps Ung dung phi tap trung

Metamask Vi Metamask - tng dung nay cho phép chay
Ethereum DApps ngay trong trinh duyét Remix-IDE ma

khong can chay mét Ethereum node day du.

Ethereum Node Dung d€ mo ta chuwong trinh twong tac truc ti€p voi mang

Ethereum theo mot cach nao doé.

Ethereum Network Mang luwéi Ethereum.

Ethereum Scan Noi ghi nhan va luu tri thong tin hop dong.

= nulleversion=soljson 0425 | commit 59dbfBf1

Hinh 4. Trinh bién dich Remix-IDE

D€ ghi cac thong tin can thiét cia mot san phdm vao Blockchain sau khi dwgc san
xudt ra nhu: tén san pham, ma san pham, ngay san xuat, han st dung, tén cong ty, dia
chi cong ty, qudc gia,... dwoc thuc hién bang cach st dung SC.

So d6 thuat toan cta hgp dong thong minh thwc hién viéc nhdp va xuat thong tin
san pham dwgc thé hién nhu ¢ Hinh 5.
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Thuat toan dugc mo ta chi ti€t nhu sau. Dau tién ta sé khai bao phién ban Solidity
va mot s6 ham can c6 dé€ tao duoc thong tin san phdm. Sau khi da nhap cac thong tin
pht1 hop theo yéu cau, ta tién hanh tao mot san phdm maéi (Create New Product) bang
cach nhdp cac thong tin can thiét hién thi cho san pham (Import Product Information):
tén san phdm, ma san pham, gia, ngay san xuat, han st dung... Ntt Transact sé cho phép
tao san pham lén hé thong Blockchain cua Ethereum. Khi da hoan thanh qua trinh tao
san pham, néu tao thanh cong (Create Product Success) hé thong sé tra vé thong tin san
pham chtra trong mot ma da gan cho san pham trude d6. Néu ban can 1ay thong tin ctia
mot san pham bat ki da tao trudc dd, ban sé phai nhap thong tin ma (SerialNo) trong
muc GetProduct. Luc nay, néu ma nhap la dang, nghia la san pham d6 da duoc tao thanh
cong trude do thi thong tin vé san phdm twong tng sé duoc hién thi. Ngwoc lai hé thong
sé thong bao khong ton tai san pham do.

Sau khi hoan thanh phan code dé tao SC, ti€p theo la viéc cai dat moi truong dé thuc
thi (deploy) doan SC 1én Blockchain Ethereum nhw 6 Hinh 6. Trong do:

e Environment bt budc 1a Web3.
e Chon tai khoan mudn st dung dé thuc thi trén MetaMask.

e Va cudi cung la bdm thuc thi (deploy), cho mét khoang thoi gian dé

Ethereum ghi lai code ctia minh trong nhitng doan node trong chudi
blockchain. Sau khi thuc hién thanh cong thi phan SC da duoc ghi lén
Blockchain Ethereum.

F

Hinh 5. So d6 thuét toan chwong trinh Smart Contract.
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Nhu vay, trong phan nay ching t6i da trinh bay cach xay dung SC d€ nhap va
xuat thong tin san pham. Tiép theo, ching t6i sé di xay dung tng dung trén dién thoai
di dong d€ thuan loi trong viéc nhap, xudt thong tin.

Oxe86_.7CD28 (10.843988. <

3000000

50

Hinh 6. Chon méi truong thiét lap.
3.2. Xay dung trng dung trén dién thoai di dong

Muc dich ctia viéc xay dung ting dung trén di dong la d€ nha san xuat dé dang
trong viéc nhap va truy xuat thong tin cua san pham. D€ thiét k€ ting dung trén dién
thoai di dong ching t6i sit dung cong cu Android Studio. Android Studio la mot trong
nhitng phan mém duoc phat trién nhim hd tro nguoi dung gia 1ap hé diéu hanh Android
trén may tinh, laptop. Day 1a mot cong cu hd trg tuyét voi cho cac 1ap trinh vién dé tao
cac ung dung, thuc hién cac thay doi cing nhu xem trudc kha tién loi trén may tinh.

Chung t6i da tién hanh thiét ké ting dung trén cong cu Android Studio va lién
két né véi Blockchain Ethereum thanh cong. Viéc két ndi duoc thye hién bf?mg cach st
dung thu vién Web3j dé€ két ndi tir tng dung 1én moi truong Blockchain Ethereum. Sau
d6 ting dung duoc tai vé dién thoai di dong str dung hé diéu hanh Android va tién hanh
chay tng dung.

Giao dién cua tng dung duoc thiét k& don gian, dé sw dung vo6i cac muc tim
kiém, dang nhap, dang ky, nhap/xuat cac treong thong tin can thiét nhu & Hinh 7.

Tai phuwong thitc truy van san pham, chi can truyén dung dia chi SC da thuec thi
va ma sd san pham can tim. Sau khi truy van thanh cong sé tra vé két qua hién thi 1én
hop thoai. Phuong thic truy van sé khong gay ton kém phi Gas vi khong can thao tac
lén cac node cta blockchain.

Véi phuong thitc nhap san pham, ngoai viéc truyén cac truong thong tin can
thiét va dia chi caa SC thi bat budc phai bd sung thém GAS_PRICE (phi Gas) va
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GAS_LIMIT (gidi han Gas). Hai dai lwong nay quyét dinh viéc thao tac lén cac node sé
dién ra nhanh hay cham, phi Gas cao thi viéc ghi cang nhanh va nguoc lai.

27 ® 23:38 & G -~ = il 03%m 2339 @ & - o =l 93

TruyVanSanPham(blockchain) TruyVanSanPham(blockchain) TruyVanSanPham(blockchain)

Chao murng dén kho cua Bac! Nhap tén san pham
ducbac1996@gmail.com
Nhap mé sén pham Nhap ma sé san pham
ducbac]
Nhap gia san pham
Nhap ngay san xuat
Nhap han s dung
Nhap tén nhan vién
Nhap tén cong ty

Nhap dia chi cong ty

Nhap qudc gia

Dang ky thanh cong

Hinh 7. Giao dién & man Hinh 8. Giao dién dang ky Hinh 9. Hién thi thong tin san
hinh chinh ctia tmg dung. nguoi dung/User. pham can nhap.

4. KET QUA XAY DUNG UNG DUNG

Qua phan trinh bay trén, ching t6i da xay dung thanh céng ting dung truy xuét
nguon goc san pham trén dién thoai di dong st dung Android va tich hop véi Blockchain
Ethereum. Viéc st dung trng dung nay duoc mo ta nhw dudi day.

Dé€ 6 thé nhap thong tin san pham cta minh thi nguoi dung can dang ki User dé
co thé dang nhap. O giao dién man hinh chinh ta chon vao muc dang ky va dién thong
tin vao d6 r6i chon muc “Déang ky” nhu ¢ Hinh 8.

Dé nhap thong tin san pham, ta chon “Tao san pham”, trong giay lat tng dung sé
két ndi véi mang Blockchain va ghi lai giao dich, thoi gian tuy thudc vao téc dd mang
ctia ching ta hién tai nhung khong mat nhiéu thoi gian lam va chd tng dung bao “Tao
san pham thanh cong” nhu ¢ Hinh 9 va 10.

Dé thuc hién truy xudt thong tin ciia san pham thi @ man hinh chinh ctia ting dung,
nguoi dung c6 thé nhap ma sd san pham (duoc ghi trén nhan dan cta san phdm do) sau
khi nhap xong c6 thé an vao muc truy van no sé tra vé két qua 1a thong tin ctia san pham.

Néu ma s6 san phdm nhép vao la dang thi thong tin san pham sé duoc tra vé nhu
¢ Hinh 11 va 12 . Nguoc lai, néu mot san phdm chuwa duoc thém va leu trit 6 mang ludi
thi két qua tra vé sé la “san pham khong ton tai ”.
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CEXLE ©

TruyVanSanPham(blockchain)

TruyVanSanPham(blockchain)

Nuée tang luc strong Chao mirng dén kho cua Bac!

12345 Nhap ma sén pham
12345

10.000 déng
9/5/2020 Thoéng tin san pham
Tén san phdm: Nudc tang luc strong
har &
9/5/2022 am: 10.000 déng

udt: 9/5/2020

ng: 9/5/2022
nhap hang: Binh Buc Bac
6ng ty nudc giai khat Buc Bac

Dinh Buc Bac

Bia chi cong ty: Hué
Quéc gia: Viét Nam

céng ty nudc gidi khat Buc Bac

Hué

Viét Nam

Hinh 10. Thong tin san Hinh 11. Nhap ma san pham  Hinh 12. Thong tin san pham

pham da nhap. d€ truy van. duoc tra ve.

5. KET LUAN

Qua nghién cttu nay chung toi da xay dung thanh cong mot timg dung cho dién
thoai di dong dé€ cho phép truy xuat ngudn goc san pham dua trén cong nghé Blockchain
Ethereum. Ung dung duoc xay dung trén hé diéu hanh Android gitip nha san xuét thuan
tién trong viéc nhap thong tin san pham va nguoi tiéu dung co thé truy xudt nguén goc
san pham.

Véi viéc ting dung hop dong thong minh ctia cong nghé Blockchain Ethereum
cac thong tin da luu trén ting dung sé khong thé can thiép, thay doi dugc. Viéc truy nhap
va truy xuat thong tin san pham trén ting dung da dwoc thuc hién thanh cong. Day 1a
budce dau cho viéc ting dung cong nghé Blockchain trong san xudt, tao nén tang cho viéc
phat trién cac ting dung Blockchain vao nhiéu linh vyc khéc.
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BUILDING APPLICATION FOR PRODUCT ORIGIN MANAGEMENT
USING BLOCKCHAIN ETHEREUM TECHNOLOGY

Dinh Duc Bac, Hoang Dai Long*

Faculty of Electronics, Electrical Engineering and Material Technology,

University of Sciences, Hue University
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ABSTRACT

Blockchain technology with its outstanding advantages of high security,
immutability of data, and distribution is a new technology that can be applied in
many fields such as security, health, finance, production. To put Blockchain
technology into practice, in this article, we build an application based on the
Blockchain technology to manage product origin. In this application, we use the
Blockchain Ethereum platform and develop the application on the phone using the
Android operating system. As an initial result, we have successfully built an

application to import and trace products using Blockchain on Android mobile.

Keywords: Android app, Blockchain Ethereum.
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